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Rules of Behavior

Policy For Use of Computer Resources

All users of the U.S. Department of Education's (ED's) computer network (EDNet/EDUCATE) shall follow the rules of behavior set forth in this document. EDNet/EDUCATE provides access to e-mail, the Internet, the intranet, and most other systems in use at the Department. All users will be held accountable for their actions. Violations of the rules will be brought to the attention of management for action as the situations warrant, (e.g., users found in violation may face disciplinary action). According to ED's Information Technology (IT) security policy, people who violate the rules may have their access to EDNet/EDUCATE revoked. The rules described below are not to be used in place of existing policy, rather they are intended to enhance and define the specific rules each user must follow while accessing EDNet/EDUCATE.

Policy, Standards, and Procedures Must Be Followed

As an employee or contractor of ED, you are required to be aware of and abide by laws and regulations that apply to the unauthorized use of ED files, records, and data. Below are brief descriptions of your obligations under some of these laws and regulations.

· The Computer Fraud and Abuse Act of 1986 indicates that you shall not knowingly, and with intent to defraud, access a protected computer without authorization or beyond your authorization level. 

· The Privacy Act of 1974 indicates that any U.S. citizen or alien lawfully admitted for permanent U.S. residence can request information about himself or herself. 

· The Freedom of Information Act of 1966 indicates that all government agencies are required to disclose records upon receiving a written request for them, except for those records that are protected from disclosure by the Freedom of Information Act Exemptions.

· The ED Personal Use of Department Equipment policy indicates that you may not, while using government equipment, engage in any activity that is illegal or otherwise expressly prohibited (e.g. political activity or lobbying activity prohibited by law). You are, however, permitted occasional personal use provided that such use incurs only a negligible additional expense to the Department, does not impede your ability to do your job, does not impede other employees' ability to do their jobs, occurs during off-duty hours whenever possible and is not for the purpose of generating income for yourself or any other employee. 

· The Handbook for Information Technology Security Policy applies to all IT systems that are owned by or in the custody of ED. The policy acts as a foundation for all IT security practices and procedures. 

· All computer resources (including personal computers, laptops, wireless devices, all parts of the ED Network, communication lines, and computing facilities) are to be used in accordance with ED Personal Use of Department Equipment Policy. 

· The divulging of information should be handled according to the standards set forth in the Freedom of Information Act of 1966 and the Privacy Act of 1974. 

· The integrity of information must be maintained. Therefore, information in any form shall be appropriately protected. You must not maliciously destroy data. 

· You must complete the OCIO Annual Security Awareness Training.  This training can be found on ConnectED under Mandatory Training. The course will help educate you about your responsibilities under these statutes.

· Be aware that all ED computer resources used and accessed by ED and contractor employees are subject to periodic test, review, and audit.

Policy for Use of Laptops on EDNet
The purpose of this policy is to document the rules by which laptop computer equipment may be safely utilized on the Department of Education’s Network Infrastructure (EDNet/EDUCATE). This policy is necessary to address the security risks posed by equipment that can connect to EDNet/EDUCATE in a wireless mode and/or be unplugged from EDNet/EDUCATE and plugged into another Internet connection.

You Are Responsible For All Actions Performed With Your Personal User ID and Password

· User IDs and passwords are for your individual use only, and are confidential ED information. 

· You must not disclose your password to anyone and you must take the necessary steps to prevent anyone from gaining knowledge of your password. 

· As a user, you will be expected to employ good password management practices as outlined in the ED IT Computer Security Policy.

Access to Information Must Be Controlled

· Access only the information you need to know and to which you are authorized. 

· Network connectivity to the Local Area Network (LAN) is given to you based on your need to perform specific work. You must work within the confines of the access allowed according to the ED IT Security Policy and must not attempt to access systems to which access has not been allowed. 

· Do not leave computers logged on and unattended. Log off at the end of each session or use access control software (i.e., screen saver with password) during unattended use. 

· Do not leave mobile, wireless devices, or cell phones unattended. Handheld devices should be stored securely when left unattended. To prevent theft, make sure that add-on modules and accessories are adequately protected when not in use. 

· OCIO policy requires that you put a password on all wireless devices. 

· Do not share mobile or wireless devices, cell phones, or calling cards. Personnel who require such a device should apply for one. 

· If you know that a person, other than yourself, has used or is using your User ID or any User ID that you were assigned, you must report the incident immediately to your supervisor and your Computer Security Officer. 

· You may not directly access EDNet/EDUCATE through a modem. Dial-in access to EDNet/EDUCATE shall be through OCIO-operated access servers. 

· Telephone numbers for dial-in access will be given to authorized users. Every measure should be taken to ensure that these numbers are not given to unauthorized users. 

· The use of modems is prohibited while using EDNet/EDUCATE. Therefore, if you have a laptop or PC, you may not plug it into the LAN drop (the jack/cables that connect laptops and PCs to EDNet/EDUCATE) while using a modem. 

· Connection to the Internet shall be in accordance with the ED IT Security Policy. 

· Users shall not establish Internet or other external network connections (e.g., via modem access or unauthorized VPN) that could allow unauthorized non-Department users to bypass security features and gain access to Department systems and information.
· Take the steps necessary to maintain security of computer files and reports containing ED information.

You Are Responsible For the Proper Use of Your Computer Resources
· The use of unlicensed software is strictly prohibited. Use only ED-approved software. 

· Software and software documentation must be used in accordance with the copyrighted license agreement. 

· On a regular basis, back up your programs and data to the network or an approved backup device. Do not store sensitive or mission-critical data on your PC's hard drive. Avoid placing sensitive information on a handheld device.

· All ED computer resources, including hardware, software programs, files, paper reports, and data are ED property and there should be no expectation of privacy when using ED computers.

Service Provisions and Restoration
· EDNet/EDUCATE will be ready for use by authorized users at a minimum during core business hours. 

· The proper controls are in place to ensure the restoration of critical information systems in the event that EDNet/EDUCATE becomes unable to operate.

Workstation Logon Banner Message
· You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network, and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Government-authorized use only. 

· Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties
· By using this information system, you understand and consent to the following: 

· You have no reasonable expectation of privacy regarding any communications or data transiting or stored on this information system. At any time, the government may monitor, intercept, search, and seize any communication or data transiting or stored on this information system.
· Any communications or data transiting or stored on this information system may be disclosed or used for any purpose.

Remote Logon Banner Message
USER AGREEMENT

You are accessing a U.S. Government information system, which includes this computer session, this computer network, all computers connected to this network session. 

This information system is provided for U.S. Government authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

Personnel using remote access shall not download or store Government information on private equipment, optical, or digital media.

BY USING THIS INFORMATION SYSTEM, YOU UNDERSTAND AND CONSENT TO THE FOLLOWING:

· YOU HAVE NO REASONABLE EXPECTATION OF PRIVACY REGARDING ANY COMMUNICATIONS OR DATA TRANSITING THIS INFORMATION SYSTEM. AT ANY TIME, THE GOVERNMENT MAY MONITOR, INTERCEPT, SEARCH, AND SEIZE ANY COMMUNICATIONS OR DATA TRANSITING THIS INFORMATION SYSTEM.

· ANY COMMUNICATIONS OR DATA TRANSITING THIS INFORMATION SYSTEM MAY BE DISCLOSED OR USED FOR ANY PURPOSE.

BY CLICKING ACCEPT, I AGREE AND CONSENT TO THESE TERMS AND CONDITIONS.

ACCEPT

If you have any questions, please contact the OCIO Computer Help Desk at 202-708-HELP (4357) or 877-603-4188 (Toll-free), Option 2, Monday through Friday, 7 a.m. to 10 p.m. ET. You may email us at helpdesk@ed.gov or ed.customer.service@ed.gov. Thank you.
Welcome

Welcome to the Department of Education Information Systems Security Awareness training for 2010. The Federal Information Security Management Act (FISMA) requires that each Federal Agency provide periodic IT Security Awareness Training to all personnel, including contractors, who have access to an agency’s Information Technology (IT) resources.

In order to satisfy this mandate, The Department of Education requires each employee (Federal and Contractor) with access to the Department’s IT resources to complete IT Security Awareness Training annually. New employees (Federal or Contractor) are required to complete this training within 10 days of their employment with the Department.

To get started, select the Guided Tour button so that you may become familiar with some of the functions that are available from this interface.
Prevent Infiltrations and Attacks
Critical government, military, and civilian networks continue to be repeatedly infiltrated and attacked.  Infiltration has resulted in the theft of U.S. intellectual property and national secrets.  Attacks have disrupted the efficient and effective operation of Federal functions.
Did you know that you as a Department of Education employee can help prevent infiltrations and attacks?
The following Information Systems Security Awareness training course “arms” you with the “weapons” you need to help safeguard the Department of Education’s sensitive information.
Importance of Information Security Awareness
The more you know about all the points where we have information security risks, the more you can help us protect our daily storage, access, and transmission of a tremendous amount of sensitive data, including confidential information on personnel, students and financial aid.  
As you know, the Department of Education is the steward of personal information of millions of Americans and thus needs to ensure that only the right people can access the right information in the right way. You are part of the Department’s stewardship of this information.
Additionally, if you, your family or friends use a personal computer connected to the internet or have set up a home network, that personal computer and any connections it has are vulnerable to infiltration and attacks.  The information provided in this training course can help you be more secure at home as well as here at the Department of Education.
Resources and Knowledge Management Practices
We know that even after you have invested your time in completing this training, you may begin to forget what you have learned.  Unless you make an effort to commit to a disciplined practice of information security and continue to refresh yourself on what you should or should not be doing, you may inadvertently create a point of vulnerability in our security defenses.
All such pertinent links will be contained within the module and may be opened and then bookmarked in your web browser for later use. Additionally, a downloadable document containing all these links will be available for ease of access. In this way, these resources will be available to you 24x7.
Social Media, Federal Government Interconnectivity and Shared Responsibilities
Social media offers federal agencies, companies and people a chance to express themselves, meet new people and customers and share their lives with friends…which also means many social media users are willingly exposing private information on public websites.  
Do you know how to stay safe and protect your privacy and agency protected information on social networking sites?

Did you know that U.S. military bases have libraries on base and those libraries have a computer connected to the military base’s network with full access to the ".mil" network?   A base library computer has a modem connecting it to dial-in callers to use the computer to look up books.  The computer allows guest accounts for anyone and everyone to use.  This open access gives anyone and everyone access to the ".mil" and ".gov" networks.  This connectivity gives one the capabilities to launch an insider attack on any and all DoD and federal government networks.  
If you would like more information about agency requirements for IT Security, shared responsibilities, accessing social media and networking sites and how to protect yourself and the agency, please review the Department’s Information Assurance Security Policy and the Personal Use of Government Equipment Policy.
Information Security Awareness Training—What to Expect

The fact is that we, as stewards of our federal government’s information, must work together to defeat cyber criminals, terrorists and regimes that might be interested in causing us harm.
The Information Security Awareness Training you are about to complete was developed as a shared service by the Department of Defense.  Occasionally, you may hear or see references to the Department of Defense.  Regardless, the content is directly applicable to you and the Department of Education.  
This training is full of practical exercises.  These exercises are a type of simulation of the “real world” and points where good information security practices are essential.
Thanks for all you do for the Department of Education.  We look forward to your feedback at the end of the training course!
Course Introduction
Welcome to the Information Systems Security Awareness course. This lesson is unclassified and it meets all FISMA and OMB requirements for baseline annual information systems security and information assurance awareness training.

This course is designed to help you understand the importance of information systems security, or ISS, its guiding principles, and what it means for your agency.

Course Purpose
This course will identify potential risks and vulnerabilities associated with information systems, review your role in protecting these systems, and provide guidelines to follow at work and at home to protect against attacks on information systems.

Congressional law and Federal policy require that all users annually take information systems security awareness training. This course fulfills that requirement.
After you are presented with some introductory concepts and information, you will be asked to complete a scenario-based review. The majority of the course will consist of the exercise and the information presented within the exercise. If you've taken this course before, much of the content provided may appear familiar, but it's still important to pay attention because technology is continually changing, and so are the associated risks. 

Some organizations may have additional requirements for course completion. Please check with your individual Department or agency for the requirements. 
Course Objectives

After completing this course, you should be able to:

· Identify what information systems security is and its importance

· Recognize vulnerabilities of and threats to information systems 

· Identify how to protect information systems from threats

· Identify best practices to secure your home computer 

Certificate of Completion

When you have viewed all information presented in this course, sign and date the certificate of completion, and provide the certification of completion to your security point of contact.
Note that some organizations may have additional requirements you must meet to consider your annual computer security training complete. 
Overview of Information Systems Security (ISS)
Why is ISS Important?

In the past, computers were standalone systems that were relatively easy to protect. 

What was once a collection of separate systems is now best understood as a single, globally connected network. Because of the interconnected nature of our information systems, a risk to one is a risk to all.

If information and information systems are compromised, it can impact our way of life, our country’s infrastructure, our national security, and, ultimately, cause the loss of lives.

Critical Infrastructure refers to the physical and cyber-based systems essential to the minimum operations of the economy and Government. U.S. sectors that are considered part of this infrastructure include, but are not limited to:

· Information technology and telecommunications

· Energy

· Banking and finance

· transportation and border security

· Water

· Emergency services

Critical Infrastructure Protection, or CIP, is a national program established to protect these critical infrastructures.

What is Information Systems Security?
The goals of ISS are to protect our information and information systems.

Information systems security is defined as, “Protection of information systems against

unauthorized access to or modification of information, whether in storage, processing or transit, and against the denial of service to authorized users, including those measures necessary to detect, document, and counter such threats.”
A secure information system maintains the principles of confidentiality, integrity, availability, authentication, and non-repudiation:
· Confidentiality: Safeguards information from being accessed by individuals without the proper clearance, access level, and need to know. 

· Integrity: Results from the protection of unauthorized modification or destruction of information.
· Availability: Information services are accessible when they are needed. Authentication means a security measure that establishes the validity of a transmission, message, or originator, or a means of verifying an individual's authorization to receive specific categories of information. 

· Non-repudiation: Assurance the sender of data is provided with proof of delivery and the recipient is provided with proof of the sender's identity, so neither can later deny having processed the data.
Reference: CNSS Instruction No. 4009

As an authorized user, you are also responsible for contributing to the security of all Government-owned computer systems. 

You must abide by these principles of ISS in your daily work routine to protect information and information systems.

Data Classification

Information is a critical asset to the U.S. Government. Proper protection of the Government’s information is essential to information systems security. 

Outside of the national security environment, there are two general classes of information: sensitive and non-sensitive. 
Sensitive Data

Information is considered sensitive if the loss of confidentiality, integrity, or availability could be expected to have a serious, severe, or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 

Types of sensitive information include personnel, financial, payroll, medical, and Privacy Act information.
The following examples will help you easily identify Sensitive information:

· Information that cannot be posted on a wall or on a public or internal website, for example: 

· Credit card numbers

· Social Security Numbers

· Employee’s home telephone numbers 

· Information that can originate only from specific individuals, for example:
- 
Prescriptions 

-
Checks

· The recorded results of an important scientific experiment might also be sensitive, if an unauthorized person adding false entries or making erroneous changes to the data could damage the integrity of a study.
Non-Sensitive Data

Information is non-sensitive if it can be posted internally or externally for all to see, at least with regard to its confidentiality. Note that even non-sensitive information must be cleared before public release.

Non-sensitive information usually requires some protection, particularly from unauthorized changes.

It is important to note that, in some cases, combining pieces of non-sensitive information could result in a set of information that is sensitive. 

The following examples will help you identify non-sensitive information:
· Information cleared for public release 

· Internet web site pages available to the general public

Threats and Vulnerabilities
So, what exactly are we protecting Government-owned information and information systems from? From both threats and vulnerabilities. 

A threat is any circumstance or event that can potentially harm an information system by destroying it, disclosing the information stored on the system, adversely modifying data, or making the system unavailable.

A vulnerability is a weakness in an information system or its components that could be exploited. Vulnerabilities exist when there is a flaw or weakness in hardware or software that could be exploited by hackers. Vulnerabilities are frequently the result of a flaw in the coding of software. To correct the vulnerability, vendors issue a fix in the form of a patch to the software. To address these vulnerabilities on your home computer system, update your operating system and other software as patches become available.

Threat Categories

There are two threat categories: environmental threats and human threats. 
Environmental Threats

One type of environmental threat is a natural event; some natural events can pose a threat to your system and information. These threats include:

· Lightning, 
· Fires, 
· Hurricanes, 
· Tornadoes, and 
· Floods. 
Another kind of environmental threat is a system event. A system's environment, including poor building wiring, insufficient cooling, or power outages can also cause harm to information systems.
Human Threats: Internal vs. External
Human threats can be generated from internal sources or from external sources. 
Internal Human Threats

The greatest threats to information systems are internal, from people who have working knowledge of, and access to, their organization's computer resources. An insider is any person who has legitimate physical, user, or administrative access to the computer system. Insiders can misuse or exploit weaknesses in the system. Other users, due to lack of attention, or lack of training and awareness, can also cause serious damage.
Internal threats can be:

· Careless, malicious, or disgruntled users;

· Users in the employ of terrorist groups or foreign countries; or,

· Can be self-inflicted, unintentional damage, such as accidents or bad habits. 
Although there are security programs to prevent unauthorized access to information systems, and employees undergo background checks, certain life experiences can alter a person's normal behavior and cause them to act illegally or irresponsibly. Some examples of what might turn a trusted user into an insider threat are: 

· Stress, 

· Divorce, 

· Untreated mental illness,

· Financial problems, or,

· Frustrations with co-workers or the organization.

Whether intentional or not, insiders can cause: 

· The loss of physical inventory, 

· The loss of data, and

· Create security risks.

External Human Threats

External threats are outsiders or hackers, including:

· Individuals, 

· Representatives of foreign countries, 

· Terrorist groups, or 

· Organized crime. 

An outsider is an individual who does not have authorized access to an organization's computer system. Today's hackers are advanced in computer skills and have access to hacking software that provides the capability to quickly and easily identify a system's security weaknesses.

Using tools available on the Internet, today's hackers are capable of running automated attack applications against thousands of computers at a time.

Personally Identifiable Information (PII)
Personally Identifiable Information (PII) is information that can be used to distinguish or trace someone's identity. It is any information about an individual maintained by an agency. PII includes, but is not limited to, education, financial transactions, medical history, criminal or employment history, and information that can be used to distinguish or trace an individual's identity, such as name, Social Security number, date and place of birth, mother's maiden name, biometric records, and any other personal information that is linked or linkable to an individual.
It can include information such as:

· Social Security Numbers, 

· Age,

· Home and office phone numbers, 

· Birthdays, 

· Marital status and spouse names,

· Educational history, 

· Medical history,
· Demographics
· Biometric, and

· Financial information.

These are often found on:

· Office personnel lists, 

· Medical records,

· Rolodex cards, and 

· Electronic-based address books or contact records. 

Even if the individual pieces of information seem harmless, one or two pieces of information can be combined with other information to compromise someone's identity. For example, the Social Security Number, if associated or combined with other PII, can create a high risk to the identity protection of an individual.

At most Federal agencies, PII is a subset of sensitive information. If you handle PII, you are the first line of defense in preventing the identity theft. It is your responsibility to protect any PII entrusted to you, including medical data and histories under the Health Insurance Portability and Accountability Act, or HIPAA.
At most Federal agencies, PII is a subset of sensitive information. If you handle PII, you are the first line of defense in preventing identity theft. In addition, your organization has responsibilities for protecting PII and mitigating the damage when PII is lost or stolen. 

Privacy Impact Assessment (PIA)

Your organization is required to have a privacy impact assessment, or PIA. PIA is an analysis of how information is handled to:

· Ensure handling conforms to applicable legal, regulatory, and policy requirements regarding privacy, 

· Determine the risks and effects of collecting, maintaining, and disseminating information in identifiable form1 in an electronic information system, and 

· Examine and evaluate protections and alternative processes for handling information to mitigate potential privacy risks.  

(Refer to OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002 26 September 2003)

Personally Identifiable Information Review

Kathryn from Human Resources is concerned about a missing laptop. How do you respond?
	Kathryn:

It seems HR's travel laptop is missing! I don't recall who used it last, but it contains a lot of PII! What should I do!




Make your answer choice, and when you are ready, see the Review Feedback on the next page.
a. What is PII?

b. That old thing? It's a good excuse to get them to buy you a new laptop.

c. It will probably turn up - I suggest you wait and see.

d. 
Immediately contact your security POC.
Review Feedback

Correct answer: D
Kathryn should immediately notify her security POC.  She is required to report the loss of PII.
Spillage

Spillage includes the improper handling of sensitive information on a non-sensitive system, including the improper:

· Storage, 

· Transmission, or 

· Processing of information.
When storing sensitive information, including PII, prevent spillage by following these security tips:

· Encrypt data before storing.
· Store data only on a network that has been certified and accredited to store this type of information.
· Remember, some systems are strictly non-sensitive. Never transmit, store, or process sensitive data on a non-sensitive system.
Spillage Review
Your co-worker has found a non-encrypted file containing PII.

	From: Steve Barthel

Subject: What should I do with this file?
Hi – 

I was looking for some documents on a storage drive and came across this file. It looks like it contains PII (including SS numbers, DOBs, home addresses, etc.). Perhaps it’s an old HR file? 

Anyway, it probably should not be floating around. Do you know what I should do with it?

Thanks,

Steve 

[image: image1.wmf]



Make your answer choice, and when you are ready, see the Review Feedback on the next page.

a. Reply to Steve to ignore the file and leave it where he found it. 

b. Ask Steve to forward you the file, you’d like to see for yourself. 

c. Reply to Steve that he should encrypt the file and resave it.

d. Tell Steve to immediately report this incident to his security POC or help desk.

Review Feedback

Correct answer: D
The file has created a potential security breach. Because it contains PII (sensitive information), it should have been encrypted and saved on a certified and accredited system. 

Steve must immediately report the breach to his security POC or help desk.

DO NOT FORWARD THIS E-MAIL, or take any action regarding it unless instructed to do so.

Creating a Secure Password
Each organization has its own policy on passwords, but there are some general guidelines you should follow to protect the Government’s information systems from being compromised. Using these guidelines at home keeps your home computer secure as well.

Password Do’s:
· Do use a combination of:

· Lower and upper case letters,
· Numbers, and,
· Special characters, such as the number sign or percent sign.

· Do change your password according to your organization's policy.
· Do create a complex, strong password, and protect its secrecy. This is critical for protecting Federal information and information systems, as well as for protecting your own personal information. 

Password Don’ts:
· Do not use personal information, such as:

· Birthdays, or
· Names of:

· Family members,
· Friends,  
· Pets,
· Favorite sports teams, or
· Favorite bands.
· Do not use common phrases or words found in the dictionary, including foreign languages. Hackers even have a Klingon dictionary!

· Do not write down your password. Commit it to memory. 

· Do not share your password with anyone, ever! 

Creating a Secure Password Review

Which of the following passwords provides the most security?

Make your answer choice, and when you are ready, see the Review Feedback on the next page.
a. john76750gb

b. MyCeltics

c. MH1&MomPlus3131

d. Lancaster_Penn!

Review Feedback

Correct answer: C

MH1&MomPlus3131 is the best option as it contains:

· Upper case letters,

· Lower case letters,

· Numbers, and
· Special characters. 
Physical Security

Physical security, sometimes referred to as guns, gates, and guards, protects an entire facility, including:
· The outside perimeter of the building,
· Offices inside the building, and 

· All of the information systems and infrastructure.

You are responsible for knowing your organization's physical security policies, and for following them. Your organization should have procedures for: 

· Gaining entry to a secure area, 

· Securing your work area at night, and

· During emergencies.

.

These procedures may include the use of a badge or key code for entry, as well as procedures for securing your work area.

Protect your facility by following these general security tips:

· Always use your own badge or key code to enter a secure area.
· Never grant access for someone else using your badge or key code.
· Challenge people who do not display badges or passes.
· Report any suspicious activity that you see to your security POC.

Encountering suspicious activity 
· Each employee and contractor of the Department is responsible for reporting suspicious events to the relevant Information Systems Security Officer (ISSO). Users may also contact the Department of Education ED Customer Service Desk at 202-708-HELP (4357) or 1-877-603-4188 (toll-free), option 2, or via email EdCustomerService@ed.gov. All emails regarding a security incident, as well as documents such as incident reports, must be encrypted so that only the sender and intended recipients can read them.  

· All authorized users shall be trained to promptly report suspected vulnerabilities, security violations, and security incidents to their CSO and/or the ED Computer Incident Response Capability (EDCIRC) Coordinator. 
· All reported security incidents shall be handled in accordance with the Department’s Information Security Incident Response and Reporting Procedures.  To reduce the risk of sensitive information being released inappropriately, only authorized personnel should have access to the incident data. 
Physical Security Review

When entering a secure part of the building, you meet Jill. How should you respond?


	Jill:

Oh, hi. I’m sure glad you're here to unlock the door. I left my security badge in my office. Sometimes I am just so forgetful!




a. Hi Jill, nice to meet you. Come on through.

b. Sorry, I can't let you in on my card.

c. Just this once, come on through. But you really should have your badge on you at all times.
Make your answer choice, and when you are ready, see the Review Feedback on the next page.
Review Feedback

Correct answer: B

Never let anyone enter a secure area with your security badge. If they are already inside a secure area, escort them to the installation's access control station or security POC.
Social Engineering 

Social engineering is a collection of techniques intended to trick people into divulging private information. The social engineer attempts to use the information to gain unauthorized access to computer systems, or to commit fraud.

Social engineers use a variety of communication devices to contact their victims, including:

· Telephone surveys, 

· E-mail messages, 

· Websites,

· Text messaging, 

· Automated phone calls, and 

· In-person interviews.

You may hear these scams referred to as phishing, spear phishing, vishing, or, when directed at senior executives, whaling. 

Regardless of the method of contact or type of request, what all of these scams have in common is that they are an attempt to get you to divulge personal information.
Avoid falling victim to these scams. Protect yourself, your fellow employees, and Federal systems, by following these security tips: 

· If the request for information is through a survey, tell the person that you do not participate in surveys.

· Do not give out personal information about yourself or other Federal employees, including:

· Names, 

· Positions, 

· Telephone numbers, or 

· Passwords. 

· Do not give out computer systems or network information.

· Do not follow any instructions from unverified personnel.

· When contacted, document the interaction:

· Attempt to verify the identity of any individuals who approach you.

· Try to obtain as much information about the person as possible. 

· If Caller ID is available, write down the caller's telephone number.

· Take detailed notes of the conversation.

· Contact your security POC or help desk with any questions or for additional guidance.

Social Engineering Review

You receive a phone call from an unknown caller. How should your respond?

	Caller:

Hello, I'm calling from Technology for America – we're a non-profit organization, working to help ensure that the U.S. stays at the forefront of computer technology.

Today we're conducting a telephone survey about the usage of computer systems. Can I ask you a few questions about your computer system?


Make your answer choice, and when you are ready, see the Review Feedback on the next page.

a.
I'd be happy to help – technology is important to America's security.

b.
I can tell you only which computer platform and operating system I'm using.

c.
Sure, if it only takes a few minutes.

d.
No, I don't participate in unapproved phone surveys.

Review Feedback

Correct answer: D

You should never participate in unapproved surveys, whether over the telephone, online, by mail, or in person.
Remember, never give out information about Federal computer systems.

Phishing

Phishing is one type of social engineering that uses e-mail or websites to trick you into disclosing personal, sensitive information, such as: 
· Credit card numbers, 

· Bank account information, 
· Your Social Security Number, or 
· Passwords. 
The intention is to steal your identity (identity theft), run up bills or commit crimes in your name, or access your organization's computer systems. Phishing is a serious, high-tech scam.

How does it work?

Phishers try to deceive you by sending e-mails or pop-up messages that appear to be from:
· Your Government agency,

· You Internet service provide (ISP), 

· Your bank, or

· Some other legitimate business or organization. 

The message might claim that you need to update or validate your account information. It might threaten some dire consequence if you don't respond. The message directs you to a website that looks just like a legitimate organization's site, but it is not affiliated with the real organization in any way. The bogus site tricks you into divulging your personal information. It may also install malicious code on your system.

What’s at risk?

Responding and providing your bank account information to any of these types of e-mails places your financial security at great risk. Phishers can steal the money in your bank account, and can use your name and banking information to steal your identity.  The thieves could then access your other bank accounts or obtain new credit cards or loans in your name. This is known as identity theft. Identity theft is becoming the fastest growing white-collar crime in the U.S. 
Avoid becoming a target for phishers. Follow these security tips:

· Do not access the web by selecting links in e-mails or pop-up messages, if they ask for personal or financial information. 

· If an e-mail appears suspicious, do not open it. Simply delete the e-mail. 

· If you must view the e-mail, make sure to view it in plain text. This is especially important if the message contains an attachment.  
· Remember, legitimate companies do not ask for personal information via e-mail. If you are concerned about your account, contact the organization in the e-mail using a telephone number you know to be genuine. If you want to check your account status online, type the web address directly into your browser, or use your personal bookmark. 

Phishing Review 

	From: Bank of CP

Subject: An Urgent Message from Your Bank

Dear Bank of CP Customer –

The Bank of CP is performing a scheduled server upgrade. To help expedite this undertaking and reduce the chance of a disruption of service, please select the link below and then confirm your user log in information. 

The Bank of CP appreciates your business and apologizes in advance for this inconvenience. Confirm your user information.
Sincerely, 

Senior Account Administrator






You receive this e-mail, which appears to be from your bank. How would you respond? 
Make your answer choice, and when you are ready, see the Review Feedback on the next page.
a. Select the link and provide the requested information.
b. Forward the e-mail to your security POC or help desk.
c. Delete the e-mail.
d. Forward the e-mail to your bank's fraud department.
Review Feedback
Correct answers B, C, D
A legitimate e-mail from your bank would not ask you to confirm your user or account information via a link in an e-mail. You should delete the email. You may also want to forward it to your security POC, help desk, or the bank’s fraud department.

Spear Phishing
Spear phishing is a type of targeted phishing. Spear phishers send e-mails that appear to be from inside your organization. For example, a message might appear as if it came from your:

· Supervisor, 
· Human Resources, or 
· The IT department. 

The message might include requests for user names or passwords. 

Spear phishers attempt to gain access to an organization's entire network, putting the security of that organization's information at risk. Or, spear phishers may make you a victim of identity theft. 

Protect yourself and Federal information systems from spear phishers by following these security tips:

· Never give out your password, to anyone! IT, or any legitimate person from your organization, will never ask you for your password. If someone from the IT department requires access to your computer, they will use their administrator user name and password.
· Never reveal any information system related information, or personal information, in response to an unsolicited e-mail. This includes:

· User name, 
· Address, or 
· Date of birth.
Spear Phishing Review 

You receive this e-mail, claiming to be from the IT Department. How would you respond? 
	From: IT Department

Subject: IT Network Upgrade

Dear Staff:

Due to increased security precautions, the IT team is upgrading its computer virus protection software on all agency computers. To expedite this process and ensure that your computer has the most up-to-date protection, we are requesting that you confirm your user name and password. This will allow the IT team to expedite this important upgrade.

Please select here to confirm your user name and password.

Thank you, 

The IT Team




Make your answer choice, and when you are ready, see the Review Feedback on the next page.
a. Reply to the sender and inquire if this e-mail is valid.

b. Select the link and provide the requested information. 

c. Forward the e-mail to your security point of contact or help desk.

d. Delete the e-mail.

Review Feedback
Correct answers C, D

If you receive any suspicious e-mail or recognize an e-mail as a phishing attempt or as spam, delete it, without opening it. You may also want to report the abuse by forwarding the e-mail to your security POC or help desk. 

Remember, IT, or any legitimate person from your organization, will never ask you for your password.
Identity Theft

Identity theft occurs when someone uses your identifying information, without your knowledge, to commit fraud or other crimes. Such information may include your:

· Name, 

· Address, 
· Social security number, or
· Bank or credit card account number.

Identity thieves can use the information they obtain to:

· Open credit card accounts, 
· Take out loans, or 
· Drain a bank account without your knowledge.

Identity theft is a serious problem with extreme consequences for its victims. You are the first line of defense against identity theft. It is important that you take action to minimize your risk. 

Follow these guidelines to reduce the likelihood of someone obtaining your personal information and making you a victim of identity theft. It's your identity; protect it:
· Never give out personal information, especially your Social Security number, without knowing how it will be used. 

· Pay attention to credit card and bank statements for unauthorized activity. 

· Avoid using common names or dates when creating passwords or personal identification numbers (PINs). 

· Pick up your mail promptly. 

· Shred all personal documents and mail that contain sensitive information, especially pre-approved credit card offers. 

· Do not carry your Social Security card or passport in your purse or wallet unless absolutely necessary, such as for travel.
· Order copies of your credit report every year.

What should you do if you discover you are a victim of identity theft? 

· Contact all three credit reporting companies (Equifax, Experian, and Trans Union) and have your account marked for fraud. 

· Contact your banks, credit card issuers, and other creditors to notify them of the identify theft.

· Monitor your credit card statements for unauthorized purchases.

· Report the crime to the local police. If you do not make this report, you may not be able to recover your money, even if the perpetrators are identified.

Identity Theft Review

A co-worker, Alex, receives a call from his bank, saying his saving account has been emptied. How should you respond?

	Alex:
I cannot believe this! This cannot be happening! My bank just called and asked if I wanted to close my saving account, since it's empty! Empty!!? I had ten years worth of savings in there, and I did not empty it!

What should I do?




Make your answer choice, and when you are ready, see the Review Feedback on the next page.
a. I'd call the police, right away.

b. That's your money and the bank will have to repay it.

c. You'd better make sure your credit cards are safe. I'd waste no time – cancel your credit cards now. 
Review Feedback
Correct answer: A

Alex may have been a victim of identity theft. Calling the police is one of the things Alex will want to do.

Alex should also:

· Notify the major credit reporting agencies, 

· Contact his credit card companies and place an alert on his accounts, and

· Ask his bank if it would be advisable to cancel this bank account, and open a new account.
He should not cancel his credit cards, as this could impact his FICO score which would adversely impact his credit rating. The suggested method is to pay off all cards and lower their limits. 

Also, note that his bank may or may not be liable, depending on the circumstances of the theft of the identity information and the bank account withdrawal.
Malicious Code
Malicious code describes software that is purposely designed to do damage to, or cause unwanted behaviors in, a computer system. Common types of malicious code are:

· Viruses, 

· Trojan horses, and 

· Worms. 

Malicious code can also appear as a macro or script.

The most common method for the spread of malicious code is through:

· E-mail attachments, 

· Downloading files from the Internet, or 

· By visiting an infected website that automatically downloads malicious code.

Malicious code can: 

· Corrupt files, 

· Erase your hard drive, or 

· Enable a hacker to gain access to your computer system.

Protect your computer system from viruses, both at work and at home, by following these simple security tips:
· Set your e-mail to be read in plain text. Many e-mail viruses rely on the language code used to design web pages to launch their payload.
· Do not view e-mail using the Microsoft Outlook preview pane feature. 
· Use caution when opening any e-mail. 
· Don't assume an attachment is safe just because a friend or coworker sent it.
· Before launching an e-mail attachment, be sure the attachment has been scanned with up-to-date, anti-virus software. Your system should be set up for your anti-virus software to scan your system daily.
· If you receive a suspicious message from someone you don't know or were not expecting a message from, delete it, without opening it. 
· Turn off the option for automatic downloading of attachments. This will enable you to scan each attachment before it can infect your system.

Malicious Code Review 

You receive this e-mail from an unknown source. The message contains a file attachment. How would you respond?
	From: Sara Good Times 

Subject: Wow!

Dear friend,

Wow! YOU'VE GOT TO SEE THIS. You'll be glad you did!!!!!!!!!

Kisses,

Sara

[image: image2.png]






Make your answer choice, and when you are ready, see the Review Feedback on the next page.
a. Open the e-mail, download the attachment, and scan the file for viruses.
b. Forward the e-mail to your security point of contact or help desk.
c. Delete the e-mail.
d. Reply, asking to be removed from the mailing list.
Review Feedback
Correct answer: C

There is a good chance that the attachment contains a computer virus or other malicious code. Since this is obviously spam, deleting the e-mail, without opening it, is the best choice.
Remember, never open an e-mail with a file attachment, if sent from an unknown, unreliable source. Simply by opening the e-mail, you can infect your computer. If you think the source may be legitimate, you can save the file and scan it for viruses, before opening it.
Do not reply to such e-mails, as that only confirms your e-mail address and encourages the sender to send more e-mail.

It's fine to forward a suspicious e-mail to your security POC or help desk. However, because this is spam, simply deleting the e-mail, without opening it, is a better choice. 

ActiveX (Mobile Code)
ActiveX is a form of mobile code technology that allows Internet browsers to run small applications, or applets, online. Many legitimate companies and Government agencies require that ActiveX or other forms of mobile code technology be enabled to make use of mobile code on their websites. These sites are then able to behave as applications, similar to applications installed on your computer.

However, because mobile code works by providing access to your computer's operating system, you must use caution when enabling ActiveX. If the mobile code is from a non-Government web site, it may be malicious and could alter or delete data, allow unauthorized persons or programs to take control of or your computer, or otherwise harm your computer and Federal systems.

Protect your computer and Federal systems from malicious mobile code by following these security tips:

· Require confirmation before enabling ActiveX or other types of mobile code technology. 

· Only allow mobile code to run from Government websites. 
· Follow your organization's policy regarding mobile code use.
ActiveX Review

Linn, a co-worker, is not sure if she should enable and run ActiveX. How should you respond?


	


Make your answer choice, and when you are ready, see the Review Feedback on the next page.
a. I'd check with Help Desk before you enable and run anything. 

b. ActiveX is a form of mobile code technology that can be malicious mobile. Do not enable it.
c. If the site is a Government website, you should be okay. But if it is not a Government authorized site, do not enable ActiveX. It may allow malicious mobile code to run on your computer.

Review Feedback

Correct answer: C

When used by Government websites, ActiveX and other mobile code is usually safe to enable. 
Computer Viruses

If your system is acting erratically or running abnormally slow, it may contain a virus or other malicious code. Note that the system may contain a virus, even if it appears to be virus free.

Follow these security tips to protect your computer from viruses and malicious code:
· Scan all external files before uploading to your Government computer, or the computer network, if your organization permits this practice. 

· Follow your organization's policies with respect to loading outside files onto your workplace computer. This includes files brought in on external media, such as thumb drives, CDs, or floppy disks, as well as files e-mailed from your home computer to your work e-mail address. 
· If you discover or suspect that a virus has infected your system, do not e-mail the infected file to anyone. Immediately contact your security POC or help desk for assistance.
Computer Viruses Review

A co-worker, Frank, is having trouble with his computer. He asks you for advice. 

How should you respond?

	Frank:

Hi – glad you stopped by. I brought some home photos in on my thumb drive and uploaded them to my computer. 

Now, my computer is running slow! Painfully slow. I have an anti-virus program at home, I think, but something is not right.

Do you think I may have infected my computer?




a. I don't think so – the office computers have virus protection.

b. Maybe so – you'd better contact the help desk. 

c. If your home anti-virus program is up-to-date, you should be okay.

d. You should have scanned the thumb drive for viruses here at work, even if you have an anti-virus program at home. But now, you'd better contact the help desk.

Make your answer choice, and when you are ready, see the Review Feedback on the next page.
Review Feedback

Correct answers: B, D
Frank's computer is running abnormally slow and may be infected with a virus or other malicious code. He should have scanned the files for viruses at work, before uploading to a Federal computer, even if he thought the source files were safe.

Remember, a good, up-to-date, anti-virus program is a must, and having one for your home computer should help ensure that your media is not infected. Note that Federal computers should be configured to automatically scan files for viruses, but it’s best to take extra precaution and manually scan files brought in from home, before uploading to a Federal computer. 

Internet Hoaxes
Internet hoaxes are e-mail messages, often designed to influence you to forward them to everyone you know by:
· Warning of new viruses, 
· Promoting moneymaking schemes, or
· Citing fictitious causes. 

By encouraging mass distribution, hoaxes clog networks and slow down Internet and e-mail services for computer users. A forwarding request can also be a part of a distributed denial-of-service (DDoS) attack, intended to bring down computer networks by flooding them with traffic. 
By forwarding an e-mail to large groups of other users, you are helping hackers execute their attack.

You can limit the effect of e-mail hoaxes by following these security tips:
· If you are suspicious about an e-mail, perform a quick online search to confirm or expose the message. Many legitimate websites list the latest e-mail hoaxes.
· If an e-mail requests that you forward the message to everyone in your address book, it is probably a hoax; do not forward it.
Internet Hoaxes Review 

You receive this e-mail from someone asking for a small contribution. How would you respond? 
	From: Anna Billings 

Subject: Save a life!

Hi, my name is Anna Billings. I am 8 years old, and am in need of a kidney transplant. The doctors say I will soon die if I don't get a new kidney. The American Kidney Foundation has agreed to donate 8 cents for every name on this list. So please add your name and then forward it to everyone you know! Thank you.

Have a heart.




Make your answer choice, and when you are ready, see the Review Feedback on the next page.
a. Add your name and return without forwarding.
b. Delete the e-mail.
c. Add your name and forward to everyone on your contact list.
d. Reply, asking for more information. 
Review Feedback
Correct answer: B
This is an example of an Internet hoax, designed to clog e-mail in-boxes and slow down computer networks. You should delete this e-mail.

Remember, never forward an e-mail to everyone in your address book or contact lists, and never reply to the sender. Replying only confirms your e-mail address and encourages the sender.
Ethical Guidelines for Use of E-mail
Although your agency may permit some incidental e-mail use from your Government computer, e-mail is for official business.
Follow these guidelines for ethical use of e-mail:
· E-mail use must not adversely affect the performance of official duties.

· E-mail use must not reflect poorly on the Federal or the Government. 

· Do not use Government e-mail to sell anything. 

· Do not send chain letters, or offensive e-mails, including:

· Pornographic, 
· Political, 
· Racist, or 
· Sexist e-mails. 

· Do not send or forward mass e-mails; these overburden the system.

· Do not send or forward (these, also, overburden the system):

· Jokes, 
· Pictures, or 
· Inspirational stories.

· Avoid using Reply All unless it is absolutely necessary, especially with e-mails with large address lists; for any e-mail you send, select the addressee list carefully.

· Personal e-mail use may be authorized if it is of reasonable duration and frequency, preferably on an employee’s personal time, such as on a lunch break. 

· E-mail is also permissible when it serves a legitimate public interest, such as allowing an employee to search for a job in response to Federal government downsizing. 

· Locally, personal e-mail use guidelines may be more restrictive. Confirm your organization's guidelines.
Ethical Guidelines for Use of E-mail Review 

You receive this e-mail from HR about ethical use of e-mail. How would you respond? 
	From: Human Resources

Subject: Ethical Guidelines
This message is to remind all personnel of the Federal guidelines for ethical use of e-mail. Remember, though some incidental and casual e-mail may be permitted, e-mail is for official business.
All personnel are required to watch this presentation. Please watch at your earliest convenience. 

Watch now.

Human Resources 




Make your answer choice, and when you are ready, see the Review Feedback on the next page.
a. Select "Watch now" to watch the presentation.

b. Delete the e-mail.

c. Reply to Human Resources that you are too busy to watch. 

d.
Confirm the status of this request with your Security POC or help desk.

Review Feedback
Correct answer: A
Right. This e-mail appears to be from an internal source, contains no attachments, and makes no requests for personal information. It is most likely safe. Some agencies require any e-mail with an active hyperlink to be digitally signed before the hyperlink can be selected.
Let's watch the presentation.

Peer to Peer Software

What is P2P?

Unauthorized peer to peer (P2P) software is software frequently used to download copyright protected files from the Internet, without purchasing them. The most common file types downloaded in this manner include:
· Music, 
· Pornography, and
· Movies.
Downloading such files in this way is:
· Illegal if copyrighted and not purchased
· Can be unethical, and
· Prohibited on Government-owned computers and networks.

It may also result in criminal or civil liability charges for illegal duplication and sharing of copyrighted material. 

P2P applications are easily available. Common P2P software includes:

· BearShare,
· Shareaza,
· BitTorrent,
· LimeWire, and
· Kazaa.
Avoid computer misuse. Examples of computer misuse include:

· Viewing/downloading pornography,
· Gambling on the Internet, 

· Private business/money-making ventures,
· Loading personal/unauthorized software, and 
· Unauthorized configuration changes.
P2P Security Issues

Using unauthorized P2P software goes beyond legal and ethical issues and becomes a security issue, as P2P software provides outsiders with a link into your computer, and into the Government-owned computer networks. This can result in significant vulnerabilities, including:

· Unauthorized access to data, 
· A compromise of network configurations, and 
· The spread of computer viruses and spyware. 
Whether on a Government-owned computer or your personal computer, using P2P software at home puts your personal information at risk.
Using unauthorized P2P software at work not only puts the Government at risk, but also puts you at risk of disciplinary or legal action. The consequences could include: 
· Fines, 
· Losing your job, or even
· Jail.

Remember, each time you log on to a Government-owned computer system, you consent to being monitored.
Peer to Peer Review
Miguel, a co-worker, makes this statement to you. How should you respond?
	Miguel:

You won't believe what I found online - all of this downloadable music, and it's free! 

Check it out!




a. I'd rather download the music from home – e-mail me the link.

b. Is it safe to download?

c. Since we're on our lunch hour, I see no harm. Here's my thumb drive!

d. That could be prohibited and could be stealing!. 
Make your answer choice, and when you are ready, see the Review Feedback on the next page.
Review Feedback

Correct answer: D 

If the material is copyrighted and not purchased, downloading it is stealing and, therefore, illegal. 

This activity is also prohibited on Government-owned networks.
Sensitive Information

Sensitive Information can include, but is not limited to:

· Personnel,
· Financial, 

· Payroll,
· Medical, 

· Operational, and 
· Privacy Act information.

During working hours, reasonable steps should be taken to minimize the risk of access to sensitive information by unauthorized personnel. 

After working hours, sensitive information must be stored in unlocked containers, desks, or cabinets if Government or Government-contract building security is provided.
If Government or Government-contract building security is not provided, sensitive information must be stored in locked containers, desks, or cabinets. Follow your organization’s policy for storing sensitive information.

When information marked sensitive is no longer needed, follow your organization’s policy for retention or disposal of sensitive information.  

Unlocked Computer
If your agency has implemented Personal Identity Verification (PIV) cards, or smart cards:

· You must remove and take your PIV card with you when you leave your computer. Removing your PIV card will automatically lock your computer and ensure that no one can access your files or send files using your identity.

· Do not leave your PIV card unattended, even for a minute. 

If your agency has not implemented PIV cards:

· Be sure to manually log off of or shut down your computer. 
· When you leave for the day, be sure to log off your computer.  
· Many organizations require you to restart your computer for overnight updates.  
· Follow your organization’s policy.

Security Badge
The security badge is a controlled item. Many Government agencies use a Personal Identity Verification, or PIV, card as a security a badge.  A PIV Card is the generic name for a common identification card that is sometimes called a credential or smart card. 

PIVs are basically credit card-size devices that contain one or more integrated circuit chips and also may employ one or more of the following technologies:  magnetic stripe, bar codes, non-contact and radio frequency transmitters, biometric information, encryption and authentication, or photo identification.  As a result, they contain personally identifiable information about the card holder. Most security badges also contain personally identifiable information.

Your security badge, or PIV card, should not be treated as solely a picture ID, and should not be used in temporary badge exchanges when visiting other buildings.

Maintain possession of your PIV card or security badge at all times. 

If you lose or misplace your PIV card or security badge, report it immediately to your security point of contact.
Removable Media
Removable media includes:

· CDs, 
· DVDs,
· Thumb drives,
· Flash drives, and 
· External hard drives. 
Removable media that contains sensitive information must be properly:

· Labeled, 
· Stored, 
· Encrypted, and, when discarded, 

· Purged.
If the media contains PII or other sensitive data, including Government information not cleared for public release, the information must be encrypted. Contact your security POC for additional information on proper labeling of removable media.
Be careful how you discard of CDs or other removable media. A CD that is labeled as sensitive must be purged before it is discarded. Merely deleting sensitive data does not prevent it from being recovered. The most common purging method is using an approved software tool that repeatedly overwrites the entire media to completely destroy any recoverable remnants of the original information. 

Anything that cannot be overwritten must be physically destroyed. For example, many shredders are designed to handle CDs and DVDs. Be aware that data can be recovered from media fragments as small as 1/100 of an inch. Your information security officer can help identify an appropriate data purging method based on the sensitivity of your information.

Please note, some agencies may severely restrict or prohibit the use of removable media, especially flash memory devices, such as thumb drives.
Mobile Computing Devices
Be extra vigilant when storing data on mobile computing devices, such as, PDAs, cell phones, laptops, and personal electronic devices, or PEDs. Because of their small size and portability, these devices are especially vulnerable to security risks.
All PDAs and other mobile computing devices connecting to Government systems must be in compliance with Federal policy. Please note that the Government considers laptop computers as mobile computing devices. 

All laptops that store PII must be secured using a whole-disk encryption solution to protect the sensitive information stored on them.
All sensitive data must be encrypted in accordance with the data's sensitivity level. This includes all Personally Identifiable Information (PII), such as:

· Social Security Numbers, 

· Dates and places of birth, 

· Mothers' maiden names, and

· Biometric records.

If a device is lost or stolen, immediately report the loss to your security POC.

If the PDA contains PII, you must also:

· Follow any other procedures your organization has implemented regarding the compromise of PII.
· The loss must be reported to the U.S. Computer Emergency Response Team (CERT), within one hour by the Education Computer Incident Response Capability (EDCIRC) coordinator.
Please note that some agencies may severely restrict or prohibit the use of mobile computing devices.

Mobile Computing Devices 
Maintaining physical control of mobile devices and disabling wireless functionality when not in use in accordance with National Institute of Standards and Technology guidance. 

 

Education policy mandates that all unclassified data that is stored on mobile computing devices or removable storage shall be treated as sensitive data, password protected, and encrypted using Education approved encryption technology. 

 

Mobile computing devices should be securely stored when not in use.  They should be properly labeled with classification and contact information.   Contact information should be limited to individual responsible for the device and phone number, and should not identify the device as an Education device. 

 

A wireless device must be disabled when not needed.  Do not use wireless devices to transmit sensitive data. 

Fax Machines

Before transmitting sensitive information over a fax machine:

· Ensure that the recipient is at the receiving end, ready to pick up the fax immediately. 

· Use the correct cover sheet for the sensitivity of the information you are faxing.

· After sending the fax, contact the recipient to confirm receipt.

Never transmit sensitive information via an unsecured fax machine.

Telework and Wireless Technology

You must receive approval for telework and must satisfy all of the requirements in your agency's policies and guidelines. There are strict guidelines for telecommuting; follow your organizations policy for telework or when working remotely. 
Some organization’s telework guidelines include:
· You may telework from a Government telework center. 

· You may telework from home, but only from a specific space that is dedicated solely to telework.

· You must use authorized equipment and software. Never use your home or personal computer for Government business. 
· You must implement appropriate security measures, as outlined in your telework agreement. 

· You must sign a telework agreement.

· You must sign a safety checklist. 

· You must always take care to protect any data involved in your telework.

· Only take sensitive information off-site with management approval, and only in limited quantities. 

Protect data and inventory when telecommuting and traveling by following these security tips:
· Be careful of information visible on your laptop, especially in close quarters, such as on airplanes. 

· If your laptop has wireless capability, ensure that the wireless security features are properly configured in accordance with your agency’s wireless policy. Remember, wireless technology is not a secure technology. Any data sent to or from your laptop computer could become vulnerable to interception, as could data stored on your computer.
· Never discuss sensitive information on an unsecured phone. Use a landline for more privacy. Remember, cell phones are basically specialized transmitters and receivers. Anyone with the right equipment could listen to your conversation. 
· When traveling, maintain possession of your laptop at all times. When you reach your temporary destination, be sure that your laptop is properly secured when left unattended.
· Password protect your laptop  - this is now a requirement.

· Encrypt all sensitive and non-sensitive data not cleared for public release; this is now a requirement.  

· Sign for and protect inventory from loss and theft.

· Should a loss of inventory occur, immediately report the loss to your security POC.

E-Commerce and Cookies
A cookie is a text file that a web server puts on your hard drive. As you enter information at a website, the cookie saves the data, including which items you've placed into your "shopping cart," your user preferences, and your user name.
Though sometimes useful, enabling cookies can pose a security threat, the most serious being when a cookie "saves" unencrypted personal information, such as your credit card numbers or Social Security Number. 

Cookies can also track your activities on the web; this also poses a security risk, and may lead to a potential invasion of your privacy. 
Both in the office and at home, shop online wisely and follow these security tips:
· Use cookies with caution. 

· If your organization doesn’t configure your cookies setting, set your browser preferences to prompt you each time a website wants to store a cookie.
· Only accept cookies from reputable, trusted websites.

· Confirm that any e-commerce site conducts its business over an encrypted link before providing any personal information:

· An encrypted link is indicated by "h-t-t-p-s" in the URL name.

· Make sure that an icon is visible that indicates the encryption is actually functioning.

· Note that not all https sites are legitimate; you are still taking a risk by entering your information online. 
E-Commerce and Cookies Review

A co-worker, Maria, is trying to make an online purchase. Can you help her? How do you respond?
	Maria:

This is so frustrating! I can't seem to purchase my airline tickets. I keep getting this message asking me to accept a cookie. 
Odd, as I always use this site to buy tickets from home.



a. To make online purchases, you must accept cookies. But be careful which sites you accept them from. 

b. To make online purchases, you must have accept cookies enabled. 

c. You cannot make online purchases from Federal computers.

Make your answer choice, and when you are ready, see the Review Feedback on the next page.
Review Feedback

Correct answer: A


You can make online purchases from Federal computers, but only from trusted sites and in accordance with your organization's personal computer use policies.

Note that rather than set your browser to always accept cookies, it is safer to be prompted each time a site wants to save a web cookie on your hard drive. 

Home Security 
There's more to know about safeguarding your home computer. Follow these security tips to keep your home computer secure:

· Download and install all system and application security updates and patches.

· Install a good anti-virus program and keep it up-to-date. 

· Regularly scan files for viruses.

· Install spyware protection software.

· Turn on firewall protection.

· Require confirmation before enabling ActiveX or other types of mobile code technology. Some mobile code can be malicious.

· Back up your files on a regular basis.

Summary 
This concludes your Information Systems Awareness training. Remember, it is your responsibility to be alert and report any suspicious activity or behavior, unsecured portable devices, or unsecured data, or other potential security incidents in accordance with your organization's policies.

You can reduce security risks for yourself and Federal information systems by following the security tips provided in this course and adhering to Federal policy, procedures, and guidelines.

ISS Security Tips

Create Secure Passwords:

· Combine capital and lower case letters, numbers, special characters.
· Do not use personal information.
· Do not use common phrases or words.
· Do not write down your password, memorize it.
· Change password regularly.
· Do not share your password with anyone, ever! 
Follow Physical Security Procedures:

· Use your own security badge or key code. 

· Never grant access for someone else.
· Challenge people.
· Report suspicious activity.
Avoid Social Engineering Attempts:

· Do not participate in unapproved telephone surveys.
· Do not give out personal information.
· Do not give out computer or network information.
· Do not follow instructions from unverified personnel.
· Document interaction:

· Verify the identity of all individuals,
· Write down phone number, and
· Take detailed notes.
· Contact your security POC.
Avoid Phishing Attempts:

· Do not access the web by selecting links in e-mails or pop-up messages.
· View all e-mail in the plain text.
· Do not open suspicious e-mail.
· Contact the organization in the e-mail using a telephone number. 

· Type the web address or use bookmark.
· Delete the e-mail.
Avoid Spear Phishing Attempts:

· Never give out your password, to anyone.
· IT and help desk personnel will never ask for your password.
· Never reveal any personal information in an e-mail.
· Look for digital signatures.
Protect Your Identity:

· Ask how information will be used before giving it out.
· Pay attention to credit card and bank statements.
· Avoid common names/dates for passwords and PINs.
· Pick up mail promptly.
· Shred personal documents.
· Carry your SSN card and passport only when necessary.
· Order credit report annually.
Responding to Identity Theft:

· Contact all three credit reporting companies (Equifax, Experian, and Trans Union) and have your account marked for fraud.
· Contact your banks, credit card issuers, and other creditors to notify them of the identify theft.

· Monitor your credit card statements for unauthorized purchases.

· Report the crime to the local police. If you do not make this report, you may not be able to recover your money, even if the perpetrators are identified.

Reading E-Mail:

· View e-mail in plain text.
· Do not view e-mail using the Microsoft Outlook preview pane feature. 
· Use caution when opening e-mail. 

· All attachments should be scanned.
· Delete e-mail from senders you do not know.
· Turn off automatic downloading of files.
Handling ActiveX (Mobile Code):
· Require confirmation before enabling ActiveX or other types of mobile code technology. 

· Only allow mobile code to run from Government websites. 

· Follow your organization's policy regarding mobile code use.
Avoid Computer Viruses:

· Scan all external files before uploading to your computer.
· Do not e-mail an infected file to anyone.
· Contact your help desk for assistance.
Avoid Internet Hoaxes:

· Use online sites to confirm or expose potential e-mail hoaxes.
· Do not forward e-mail hoaxes.
Use E-mail Appropriately:

· E-mail must not:

· Adversely affect performance, or 

· Reflect poorly on the Government.
· Do not use e-mail to:

· Sell anything,
· Send chain letters, or 
· Send offensive letters.
· Do not send:

· Mass e-mails,
· Jokes,
· Pictures, or
· Inspirational stories.
· Avoid using Reply All.
· Personal e-mail use may be authorized.
Do not misuse Government computers: 

· Do not view or download pornography.
· Do not gamble on the Internet.
· Do not conduct private business/money-making ventures.
· Do not load personal/unauthorized software.
· Do not make unauthorized configuration changes.
· Do not use P2P for downloading copyright protected files.
Removable Media Guidelines:
Examples: thumb drives, flash drives, CDs, DVDs, and external hard drives 
· Encrypt all data not cleared for public release stored on removable media.
· Encrypt in accordance with the data's classification or sensitivity level.
· Label to reflect the sensitivity level.
· Store in GSA approved storage containers at the appropriate level of classification.
· Purge all removable media before discarding.
· Contact your security POC for more information.
Mobile Device Guidelines:
Examples: PDAs, laptops, cell phones

· Be extra vigilant when storing data on mobile computing devices.
· All mobile computing devices must comply with Federal policy.
· Encrypt all sensitive and non-sensitive data not cleared for public release.
· Encrypt all Personally Identifiable Information (PII) on mobile computing devices:
· Social Security Numbers,
· Dates and places of birth,
· Mothers' maiden names, and
· Biometric records.
· If lost or stolen, immediately report the loss to your security POC.
· If the device contains PII, the loss must be reported to the U.S. Computer Emergency Response Team (CERT) within one hour by the Education Computer Incident Response Capability (EDCIRC) coordinator.
FAX Procedures:

· Ensure that the recipient is at the receiving end

· Use the correct cover sheet

· Contact the recipient to confirm receipt

· Never transmit sensitive information via an unsecured fax machine.
Telecommuting Guidelines:

· You may telework from a telework center.
· You may work at home, in a dedicated work area.
· You must use authorized equipment and software.
· You must implement appropriate security measures.
· You must sign a telework agreement.
· You must sign a safety checklist.
· You must protect your data.
Travel Tips:

· Be careful of the information visible on your laptop.
· Ensure that the wireless security features are properly configured.
· Wireless technology is not a secure technology. 

· Never discuss sensitive information on an unsecured phone.
· Maintain possession of your laptop at all times.
· Password protect your laptop.
· Encrypt all sensitive and non-sensitive information not cleared for public release.
E-Commerce and Cookies Tips:

· Set your browser preferences to prompt you each time a website wants to store a cookie.
· Only accept cookies from reputable, trusted websites.

· Confirm that site uses encrypted links (https).
Home Security Tips:

· Install all system and application security updates and patches.
· Keep anti-virus software up-to-date.
· Regularly scan files for viruses.
· Install spyware protection software.
· Turn on firewall protection.
· Require confirmation before installing mobile code.
· Back up your files. 
Resources

Department of Education Resources
Many of the resources listed in this section require that you have an EDUCATE account and ACS website login information. If you do not have the required access and are interested in obtaining any of the information listed below, Federal employees should contact their ED CSO and contractor employees should contact their Contracting Officer Representative (COR).
Protect Your Privacy:  Privacy Laws at the National Consumers League:

 http://www.NCLnet.org/privacy 
Educate Resources

The following Intranet sites are available on EDUCATE.  
Personal Use of Government Equipment Policy
http://connected/index.cfm?navid=319
Department’s Records Management and Privacy Division: http://connected.ed.gov/index.cfm?cid=87c96f7f-e93a-cdd0-9321-da74e7ae94cd
Information Assurance Templates/Guides developed to better assist employees with their roles in regards to IT security:

 http://connected.ed.gov/index.cfm?cid=86c1ef0e-845f-42e2-b865-8a7b94b3d52a
Handbook for Information Security Incident Response and Reporting Procedures:

http://connected.ed.gov/index.cfm?cid=96c32e02-bbd6-df2f-40ee-f01d3c85243c
The Department’s Training and Development Center offers personnel (Federal Only) access to all types of IT classes, including computer security training through the Learning and Training Intranet site: 

http://connected.ed.gov/index.cfm?navid=5
 Information Assurance Intranet Website provides information on all types of IT-related topics:

http://connected.ed.gov/index.cfm?navid=294
ED Computer Security Officer (CSO) List:

http://connected/index.cfm?articleobjectid=1418F9DD-04C4-48AA-8928472F5D7C8613
Current Department Administrative Communications System (ACS) guidelines and Policies:

http://connected.ed.gov/index.cfm?navid=609
Remote Access Service:

http://connected.ed.gov/index.cfm?articleobjectid=78393622-28D6-4279-BEB4F4017AB38C77
Network Password Guidelines and Procedures:

http://connected.ed.gov/index.cfm?navid=233
Network Standard Rules of Behavior:

http://connected.ed.gov/index.cfm?articleobjectid=B5AF9473-CDE0-40D9-88B64EAB53BF9CBA
ACS Website Resources

The following documents are available on the Department’s OCIO Administrative Communications System (ACS) website. 
1. OCIO: 1, Handbook of Information Assurance Security Policy, Handbook – dated March 31, 2006

2. OCIO: 05, Handbook for Information Technology Security Certification and Accreditation Procedures – dated March 31, 2006

3. OCIO:07, Handbook for Information Technology Security Risk Assessment Procedures – dated January 13, 2004

4. OCIO:13, Handbook for Telecommunications Services – dated April 14, 2006

5. OCIO:1-102, Freedom of Information act (FOIA) Policies and Procedures:  Release or Denial of Department of Education Records Responsive to FOIA Requests dated June 7, 2004

6. OCIO:1-104, Handbook Personal Use of Government Equipment – dated March 17, 2006

7. OCIO-15, Handbook for Protection of Sensitive But Unclassified Information – dated March 30, 2007 

8. OCIO: 1-104, Departmental Directive Personal Use of Government Equipment and Information Resources  - dated April 17, 2006

External Resources
For additional information on the content provided in this course, please see the following resources:

· Federal Information Security Management Act (FISMA): http://csrc.nist.gov/drivers/documents/FISMA-final.pdf
· OMB Memorandum M-06-16, Protection of Sensitive Agency Information: http://www.whitehouse.gov/omb/memoranda/fy2006/m06-16.pdf
· OMB Circular No. A-130: http://www.whitehouse.gov/omb/circulars/a130/a130.html
· Committee on National Security Systems:                           http://www.cnss.gov
· Federal Chief Information Officers (CIO) Council:                        http://www.cio.gov
· NIST Computer Security Resource Center (CSRC):                   http://csrc.nist.gov

· www.equifax.com                                                                  http://www.equifax.com
· www.experian.com                                                        http://www.experian.com 

· www.transunion.com                                                http://www.transunion.com
· Homeland Security Presidential Directive / HSPD-7 Critical Infrastructure protection: http://www.fas.org/irp/offdocs/nspd/hspd-7.html
· Homeland Security Presidential Directive/Hspd-12:  Policy for a Common Identification Standard for Federal Employees and Contractors http://www.whitehouse.gov/news/releases/2004/08/20040827-8.html
· NIST SP 800-50:  Building an Information Technology Security Awareness and Training Program

                  http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf
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